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About TouchNet
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Dedicated Expertise in 
Higher Education

● 30+ year expertise in higher ed 
software development 

● Simplifies the business of higher ed 

● Thought leader in the higher ed 
community

Unmatched Integration with 
SIS systems and vendors

● Process payment or permission 
transactions with real-time updates

● 250+ certified partners and more 
than 3,500 campus connections

● Plug and play, secure environment

Built-in Payment Security 
and Compliance

● Central, secure, PCI-compliant 
payment system

● Protects sensitive institutional and 
student information

● Complies with applicable data 
privacy laws
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About Wichita State University (WSU)
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● 16,921 Students

● Founded 1895 (Public University)

● Main Campus, WSU Downtown, WSU 
South, WSU West

● Research Institution

● Combine traditional learning with 
applied learning

● Innovation Campus
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Our Platforms

6

Payment Platform (we use TouchNet Payment Gateway)
With Merchant Services:  ACH, Credit Cards w/Complice Services (fka PCI-EZ) 

Student Self Service/One Stop
● eBills, Refunds, Deposits 

○ We use a Service Fee
● Payment Plans
● Advisor (Student Cashiering)
● 3rd Party/Sponsor Payments

Non-Student
● Online Stores (uStores)
● Hosted Payment Pages (uPay)

○ 12 Partners connected 
● Omni Channel POS (MPOS)
● Retail Cashiering (CME)
● Departmental Deposits  

Banner by
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Common Threats 
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Common Types
● Admissions 
● Academic 
● Purchasing 
● Financial Aid
● Accounts Payable 
● Payments 

123

Payments
● Payments in
● Payments out

● Credit cards
● Debit cards
● ACH
● International
● Payment Alternatives

Various 
Types of
Fraud 
around 
Campus
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Fraud Statistics

198%
The Education sector had a 198% 
increase in fraud in 2021

2.8M
In 2021, 2.8 million cases of fraud  
cases reported  

$5.8B
A total of $5.8 billion was lost to 
fraud in 2021.
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Source: ITRC 2021 Data Breach Report Source:  Federal Trade CommissionSource:  Federal Trade Commission
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Fraud Techniques
● Phishing/smishing

● Malware or spyware

● Ransomware

● Social engineering

● Account takeover

● Hacking 

● Skimming

● Exploiting public WiFi networks  
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Level of Risk
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Payment Risk at Every Point of Interaction

12

Dining

Tuition

Ticketing
Housing

Bookstore

Continuing
Education

Parking
Point of Sale Devices
● Tablet
● Kiosk
● Countertop
● Mobile Card Reader

Every Channel
● Card Present
● Card Not Present
● MOTO
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Considering a Merchant’s Level of Risk
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● Student Account Related
● Campus ID Balance Refresh
● Donations

● Refunds
● Retail

○ Tickets and Events
○ Merchandise 
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Ticketing Vendors Under Attack
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Payments Fraud Tools
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Fraud 
Tools

Quick List
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Payments 

CVV & AVS

3-D Secure (3DS)

ReCAPTCHA Ver. 3

e-Wallets & tokenization

EMV & Contactless

P2PE (CP) & SRED (CNP)

ACH Account Validation and 
Payment Blocker

Overpayment Restrictions

Payment Returns (refunds)

Operations 

Red Flag Monitoring

Refund Controls (MFA)

Chargebacks

Voids & Approval Queues

Merchant ID Controls

Statement Monitoring

Cash Monitoring (IRS 8300)
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Payments 
Fraud 
Tools

Card 
Not 
Present
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Payments Focused 

CVV & AVS
SRED Device for VT/Call Center
ReCAPTCHA Ver. 3
Digital Wallets (tokenization)
3-D Secure 2.1 (3DS)

EMV/Chip & Contactless/NFC
P2PE (CP) & SRED (CNP)
Mobile Wallets

ACH Account Validation and 
Payment Blocker
Overpayment Restrictions
eRefunds and Payment Returns

Applications

Campus Merchants
Student Finance
ID Management
Virtual Terminals
Student ID Declining Balances
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Card Not Present: eCommerce
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Card Verification Value (CVV)

As an added bonus, including AVS and CVV information during the request helps your transactions 
qualify for lower Interchange rates.

Address Verification Service (AVS)
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Card Not Present: eCommerce
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● IP address
● Resources loaded, 

including styles or images
● User Google account 

information
● Behavior, like scrolling on a 

page, moving the mouse, 
clicking on links, time 
spent completing forms, 
and typing patterns

● Browser history
● CSS information
● Browser plug-ins
● Cookies

4/12 - 4/19 (score 0.0 and 1.0)
0.9 | 238,349 (98.3%)
0.7 | 3,187 (1.3%)
0.3 | 721 (0.3%)
0.1 | 167 (0.1%)

 ReCAPTCHA (v3)CAPTCHA  ReCAPTCHA (v3) Data Points
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Card Not Present: eCommerce
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● Enable Payment Profiles

○ Tokenized

● Apple Pay

● Google Pay

Digital Wallets and Tokenization
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Card Not Present:  Mail Order/Tel Order (MOTO) 
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● Landline/Phone - Connect a 
P2PE (or E2EE) device to the 
payment  application.

● VoIP
● Video (Zoom, Teams, etc)

Virtual Terminal/Call Center

ID TECH  SREDKey 2
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Latest 
Tools
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Card Not Present: 3-D Secure (3DS2) 
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Suspicious card transaction?

● Embedded, Frictionless 
Authentication of cardholder’s identity 
in real-time.  

● Utilizes a Greater Number of Data 
Points to Authenticate Transactions

● Authenticated transactions cannot be 
disputed by the cardholder as fraud 

● Compatible with iOS and Android
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Passkeys - “Key to the Future”
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FIDO Alliance 2
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Payments 
Fraud 
Tools

Card 
Present 
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Payments Focused 

CVV & AVS
SRED Device for VT/Call Center
ReCAPTCHA ver. 3
Digital Wallets (tokenization)
3-D Secure 2.1 (3DS)

EMV/Chip & Contactless/NFC
P2PE (CP) & SRED (CNP)
Mobile Wallets

ACH Account Validation and 
Payment Blocker
Overpayment Restrictions
eRefunds and Payment Returns

Point of Sale (POS)

Marketplace uStores POS
Student Account Advisor
Dining (OneCard)
Retail (Vital)
Self checkout (Nextep)
Standalone devices
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Card Present: EMV/Chip & Contactless/NFC
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Card Present: P2PE (CP) & SRED (CNP)
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Payment 
Platform

Payment
Gateway
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WSU Marketplace – Point of Sale (POS)

Use Cases

● Dental & Medical Clinics

● Campus Recreation

● Ulrich Museum

● Safekeeping Groups
○ Student Groups raise over 

$47000 is 2022 using 
Marketplace & Marketplace 
POS.  $26000 in 
person-to-person sales with 
an iSMP4 & cellular enabled 
iPad.
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Marketplace
Use Cases

● Zero dollar functionality 
○ Registration for free events 

(Passage2Success)

● 135 active uStores
○ New stores added each year

● Student group dues

● Departments or groups can open 
a ticket to request new store. 
Requestors are provided a list of 
questions they can complete with 
the details needed for setup.
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Mobile Wallets

Campus ID / Declining Balance 
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Payments 
Fraud 
Tools

Other
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Payments Focused 

CVV & AVS
SRED Device for VT/Call Center
ReCAPTCHA ver. 3
Payment Profiles (tokenization)
3-D Secure (3DS)

EMV/Chip & Contactless/NFC
P2PE (CP) & SRED (CNP)
Mobile Wallets (Tokenization)

ACH Account Validation and 
Payment Blocker
Overpayment Restrictions
eRefunds and Payment Returns

Manages the development, 
administration, and governance 
of the ACH Network, the 
backbone for the electronic 
movement of money and data in 
the United States, and is an 
association for the payments 
industry.

The ACH Network processes 
electronic financial transactions – 
such as Direct Deposit and Direct 
Payments – for consumers, 
businesses, and federal, state and 
local governments.

Web Debit Account Validation Rule
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Other: ACH Account Validation 
& Payment Blocker
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Web Debit Account Validation Rule
● Effective March 19, 2021
● Account information must be validated 

on first use

Debit Blocker (with your Bank/ODFI)
● Prevents transactions from being 

authorized from your account

ACH Restricted Account Database - “Blacklist”
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Other: Overpayment Restrictions
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● Limit overpayments by
○ Payment method 
○ Student type

Overpayment + Refund is a Common 
way to commit money laundering or 
fraud
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Other: Payment Returns (Refunds)
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● Payment method in, payment 
method out

● Refund to the same payment 
method/account used

● If you charge a stolen card, 
you return to the same stolen 
card (they want a refund via 
check or ACH)
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What WSU is doing? – ACH Validation

35



C O P Y R I G H T   2 0 2 3   T O U C H N E T   I N F O R M A T I O N   S Y S T E M S,   A L L   R I G H T S   R E S E R V E D

What WSU is doing? – Account Blocker
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What WSU is doing? – Return CC Payments

37



C O P Y R I G H T   2 0 2 3   T O U C H N E T   I N F O R M A T I O N   S Y S T E M S,   A L L   R I G H T S   R E S E R V E D

What WSU is doing? – In Person Payments
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● Computers referred to as Kiosks were removed.

● Cashiers do not have credit card machines.

● Our motto is “Less Cash”. We know we will not be “Cashless”.

○ Partnered with our Campus Credit Union
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Operational Fraud Tools
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Operational 
Fraud Tools
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Operations Focused 

Red Flag Monitoring

Refund Controls (MFA) 

Chargebacks

Cash Monitoring (IRS 8300)

Voids & Approval Queues

Merchant ID Controls

Statement Monitoring (RECON1)
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Red Flag Notifications
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Monitoring and Scheduled Alerts 
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● Refund Account Modification 

● Single IP Address Used for Multiple Accounts

● High Volume of Refund Profile Changes

● Address Changes

● Account Holder Name Change
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Multi-Factor Authentication (MFA) for Profile Changes 
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WSU - Additional Fraud Controls 

● Merchant Training Through Campus Guard
● Monthly Meetings

44
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Chargeback Tips 
● Monitoring

● Timing

● Documentation

● Portal

● Notifications

● CVV2, AVS, 3DS

● EMV/Contactless 

45
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What Can Institutions Do?
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● AVS & CVV Settings 

● Click to Agree (Non-Refundable) Cancellation Policies

● Signed Agreements & Clear Disclosures

● Receipts & Confirmations

● Log-in History

● Robust Rebuttals & Directly Addressing the Claims

● Accounting & Reconciliation (*Manual Adjustments in ERP)

● Payment Processor’s Dispute Portal
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Payment Technology 
Considerations
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Recap Fraud Tools and Considerations

48

Card Present (CP)

● Require merchants to accept 
EMV/chip cards

● Accept contactless cards and 
e-Wallets

● Use P2PE or E2EE
● Regularly check for skimmers

Operational / Other

● Use payment blockers
● Set limit on overpayments
● Monitor audit reports, alerts, and 

chargebacks
● Use two-factor or multi-factor 

authentication (MFA) where available
○ Especially around refunds

Card Not Present (CNP)

● Consider CVV2 and AVS 
● Captcha 2 or Recaptcha
● Leverage stored profiles with 

tokenization (eWallets) 
● Push for 3-D Secure
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Key Takeaways

49

Fraud is Growing Leverage fraud 
tools available 

A Platform is the 
Key to your Strategy

Campuses are 
Complex
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Centralized Campus Commerce Management

50

Dining Tuition Ticketing Housing Parking Continuing
Education Bookstore

Platform 
Solution
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Questions?
 

John McElroy  
Touchnet 
john.mcelroy@touchnet.com
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Robyn Bongartz
Wichita State University
robyn.bongartz@wichita.edu

Contact Information


